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FHEnom for AI ™
 

Encrypt  AI Models and Sensitive Data Throughout the Entire AI Lifecycle  

 

THE PROBLEM  

AI systems operate on sensitive assets: proprietary 
training data, fine - tuned model weights, private prompts, 
and high - value intermediate tensors.  To compute, AI 
workloads must be in plaintext at the point of execution ; 
runtime computation requires decryption inside the 
execution environment.  

 
Plaintext E xposure  During Execution :  

• Prompts and contextual inputs are in plaintext prior to 
tokenization and inference.  

• Model weights are loaded into accelerator memory in 
executable form.  

• Intermediate states (embeddings, activations, 
gradients, KV cache) reside in memory throughout 
forward and backward passes.  

• The effective security boundary stretches across 
firmware, drivers, system memory, accelerators, 
container runtimes, orchestration layers, and the host 
OS.  

 THE SOLUTION  

FHEnom for AI ™ eliminates runtime plaintext exposure by 
enabling computation directly on encrypted data. It uses 
Fully Homomorphic Encryption (FHE), with Trusted 
Execution Environments (TEEs) handling attestation, key 
management, and secure orchestration.  

 
Eliminating Plaintext:  

• Inference and training run directly on ciphertext.  
• Model parameters stay encrypted during load, 

execution, and persistence.  
• Intermediate activations and embeddings are processed 

in encrypted form.  
• TEEs manage attestation, key provisioning, and 

orchestration.  
• Ephemeral session keys isolate workloads across users 

and tenants.  

HOW IT WORKS  

Every stage of the AI pipeline operates on ciphertext. There is no point where data exists in plaintext on the infrastructure . 

 

01  Encrypt Model  

Weights and 
architecture encrypted 
with FHE before 
deployment.  

02  Encrypt Data  

Prompts encrypted at 
trust boundary with 
ephemeral session key.  

03  Compute  

FHE engine processes 
directly on GPU cores —  
no decryption at any 
stage.  

04  Return Results  

Encrypted outputs 
returned; only session 
key holder decrypts.  

 
 

Figure 1: FHEnom for AI Architecture  

KEY DIFFERENTIATORS    

■ Zero Plaintext Exposure  

Data, model weights, prompts, and outputs remain encrypted 
throughout the entire inference pipeline. Nothing is ever 
decrypted on the infrastructure.  

■ Quantum - Resistant by Design  

Built on the Closest Vector Problem (CVP). No dependency on 
RSA, ECDSA, or Diffie - Hellman. No NIST retrofit required.  

■ Bit - Exact Accuracy  

FP32 deterministic mode produces bit - exact outputs to 
plaintext counterparts. Encryption adds security, not noise.  

■ Deploy Anywhere  

Cloud, on - prem, edge, or multi - party. Hardware - agnostic —  no 
TEE - enabled GPUs required for computation.  
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TECHNICAL SPECIFICATIONS  

0.66 ms  
Encrypt/decrypt overhead (4K 

tokens)  

0 μs  
Inference latency difference 

vs. plaintext  

100%  
Output accuracy —  bit - exact 

FP32 match  

Any GPU  
Hardware - agnostic, no TEE 

required  

FIPS 140 - 3  
Validated  

ISO 27001  
2022 Certified  

vLLM  
Supported framework; 
Bedrock coming soon  

Gateway VM  
Drop - in deployment, no code 

changes  

INTEGRATION: THREE STEPS, ZERO CODE CHANGES  

FHEnom for AI ™ deploys as a gateway VM that replaces your AI endpoint. Drop - in replacement —  no application code changes 
required.  

 

Step 1: Encrypt your model using the 
FHEnom CLI. Encrypted tokenizer 
replaces the standard tokenizer 
automatically.  

Step 2: Configure the FHEnom gateway 
VM to point to your encrypted vLLM 
endpoint via Admin CLI.  

Step 3: Point users to the FHEnom 
endpoint. Drop - in replacement, no code 
changes required.  

 

YOUR DATA. ANY CLOUD. ZERO EXPOSURE.  

Data sovereignty regulations require that sensitive data never leave jurisdictional control —  but on - prem GPU capacity is finite. 
FHEnom for AI ™ eliminates the trade - off. Data is encrypted before it leaves your premises and stays encrypted throughout 
processing on any cloud, in any jurisdiction.  

 

■ Jurisdiction - Agnostic  

Process data in any cloud, any country. 
Jurisdictional access laws are irrelevant 
when there’s no plaintext to access.  

■ On - Prem to Cloud Burst  

Extend capacity to cloud without re -
architecting. FHEnom for AI ™ handles 
encryption transparently at the boundary.  

■ No Hardware Trust Required  

Sovereignty doesn’t depend on Intel, 
AMD, or NVIDIA attestation. Mathematical 
protection works on any hardware, 
anywhere.  

 

 

 

 

 

 

 

 

 

 

 

 

 

About DataKrypto  

DataKrypto provides the cryptographic  fabric for Confidential AI. Its flagship product, FHEnom for AI ™, eliminates the gaps in protection found in 
today’s AI systems, where companies’ most valuable assets (models, data, and inference outputs) are exposed as cleartext duri ng processing. The 
solution keeps models, prompts, and GPU memory continuously encrypt ed throughout training and inference, ensuring that computation runs 
directly on ciphertext. With DataKrypto, encryption isn’t a layer added around AI; it’s a continuous property of the archi tecture itself. More informati  
on is available at datakrypto.ai  

THE DEFENSE  

DEFENDED  

Side - channel attacks: (SGAxe, Æpic , CIPHERLEAKS); no 

plaintext exists to leak.  

Data exfiltration: only ciphertext on servers, VRAM, bus, OS.  

Model theft: encrypted model is useless without the key.  

Prompt/response interception: ephemeral per - session keys.  

Bus sniffing: the bus carries ciphertext, not secrets.  

Insider threats: no admin ever sees plaintext.  

Tokenizer attacks: encrypted tokenizer rejects unsigned inputs.  

MITIGATED BY DESIGN  

Key compromise: model key triple - encrypted for TEE 

transfer; session keys ephemeral.  

Denial of service: gateway architecture supports standard 

DDoS protection.  

Client - side compromise: client endpoint security remains 

customer responsibility.  

Model poisoning: encrypted training data prevents 

tampering by infra operators.  


