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FHEnom for AI ™ Under the Hood  

 

PROPRIETARY CRYPTOGRAPHIC FOUNDATION  

Built on a Novel Mathematical Construction  
 

FHEnom for AI ™’s encryption is built on proprietary cryptographic research not derived from existing open -
source FHE schemes (TFHE, BGV, CKKS, BFV). It is a novel, proprietary cryptographic construction whose 
security reduces to the closest vector problem (CVP), a well - studied lattice problem known to be resistant 
to both classical and quantum attack. The scheme itself is proprietary and not replicable from public 
research.  

 

Where existing FHE schemes introduce computational noise that degrades output quality, or require 
expensive bootstrapping operations that destroy performance, FHEnom for AI ™’s underlying mathematical 
construction avoids these limitations entirely.  

 

DETERMINISTIC  

FP32 mode produces bit - exact, 
word - for - word identical outputs to 
the plaintext model. Encryption adds 
security —  not noise.  

QUANTUM - RESISTANT  

Security reduces to the CVP, which is 
inherently resistant to quantum attack 
by mathematical design. No post -
quantum migration required.  

TRADE SECRET PROTECTED  

The cryptographic scheme and 
mathematical construction are 
proprietary —  protected as an  
industrial secret, not a patent.  
 

 

CLOSING THE LAST GAP  

Encrypted Tokenizer Pair  

Most encryption approaches protect the model weights but leave the tokenizer in plaintext. This is a 
critical blind spot. The tokenizer converts human - readable text into token IDs and back. If the tokenizer is 
unencrypted, anyone with infrastructure access  can read every prompt and every response.  

FHEnom for AI ™ replaces the standard tokenizer with a symmetric pair of encrypted tokenizers when the 
model is placed in service. The encryption tokenizer (pipeline stage 2) converts prompts into encrypted 
token sequences —  no plaintext tokens are ever generated on the infrastructure. The decryption tokenizer 
(pipeline stage 4) performs the inverse: converting encrypted tensor outputs from inference back into 
encrypted token sequences for client - side decryption. There is no point in the pipeline where text exists in 
readable form.  

This also closes the prompt injection attack surface. The encryption tokenizer only processes encrypted 
inputs with valid cryptographic signatures —  unsigned or tampered inputs are rejected before they reach 
the model.  

 

INDEPENDENT VERIFICATION  

Third - Party Validated Performance  

FHEnom for AI ™’s inference benchmarks have been 
independently conducted and verified by a leading 
xPU manufacturer, confirming that encrypted and 
plaintext inference deliver identical results with 
negligible overhead.  

0.66ms  
Total encrypt + decrypt overhead for 4K tokens  

0μs  
Inference latency difference vs. plaintext  

100%  
Output accuracy —  bit - exact match in FP32  
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HONEST THREAT MODELING  

Attack Surface Analysis  
 

No security product should claim invulnerability. Here’s an honest assessment of what FHEnom for AI ™ 
defends against and where the trust boundaries are.  

 

DEFENDED  
Side - channel attacks: (SGAxe, Æpic , CIPHERLEAKS); no 
plaintext exists to leak.  
Data exfiltration: only ciphertext on servers, VRAM, bus, OS.  
Model theft: encrypted model is useless without the key.  
Prompt/response interception: ephemeral per - session keys.  
Bus sniffing: the bus carries ciphertext, not secrets.  
Insider threats: no admin ever sees plaintext.  
Tokenizer attacks: encrypted tokenizer rejects unsigned 
inputs.  

 

MITIGATED BY DESIGN  
Key compromise: model key triple - encrypted for TEE transfer; 
session keys ephemeral.  
Denial of service: gateway architecture supports standard 
DDoS protection.  
Client - side compromise: client endpoint security remains 
customer responsibility.  
Model poisoning: encrypted training data prevents tampering 
by infra operators.  

DEFENSIBLE IP  

Intellectual Property Posture  

FHEnom for AI ™’s competitive advantage is built on defensible, proprietary technology —  not speed - to-
market or open - source integration. The moat is mathematical, not operational.  

 

 

 

 

 

Contact us at info@datakrypto.ai  for more information or to schedule a live demo  

 

 

 

ABOUT DATAKRYPTO  

DataKrypto provides the cryptographic  fabric for Confidential AI. Its flagship product, FHEnom for AI ™, eliminates the gaps in protection 
found in today’s AI systems, where companies’ most valuable assets; models, data, and inference outputs, are exposed as clear text during 
processing. The solution keeps models, prompts, and GPU memory continuously encrypt ed throughout training and inference, ensuring 
that computation runs directly on ciphertext. With DataKrypto, encryption is not a layer added around AI, it’s a continuous p roperty of the 
arch itecture itself.  

ISO 27001:2022  

DataKrypto  has achieved ISO/IEC 
27001:2022 certification for 
enterprise - grade information security 
management.  

FIPS VALIDATED  

FIPS 140 - 3  validated . Federal and 
defense - grade compliance readiness 
built in.  
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